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Chapter 1 — Wide Area Workflow GAM

Overview

Introduction Welcome to WAWF Group Administrator (GAM). Government organizations shall
appoint a Group Administrator (GAM) to manage and activate various users in their
organization to have access to WAWF data.

Vendors may also appoint a GAM within their company but this is a option for them
whereas not for the government.

The GAM may be an individual tasked with security responsibilities or it may be
someone else. It is up to the Service/Agency to determine who has this responsibility.

In this guide  In this guide you will learn about how to use Wide Area Work Flow (WAWF)
as a Group Administrator (GAM).

This guide covers the following chapters:

Chapter

Title

1

Wide Area Work Flow Overview

2

Administrative Tasks

3

Group Administrator Tasks

Contents This chapter contains the following topics.

Topic

Additional Information

Benefits

Reference

WAWE Roles

Continued on next page
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Overview, Continued

Additional
Information

Benefits

References

This guide will provide you basic information on how to get started in WAWF.
For additional information and training on WAWEF please go to the following
Web pages:

WAWEF Production home page — this is the link to the live WAWF database
where all functions are performed in a production setting
https://wawf.eb.mil

WAWEF Training Database - this is the link to the WAWF training database
where all functions are performed in a practice setting that very closely mirrors
the WAWF production database

https://wawftraining.eb.mil

WAWE On-line Training Course - this link leads to the WAWF Training
web site where users may access the on-line WAWF computer-based training
modules

www.wawftraining.com

WAWEF supports the Department of Defense (DoD) initiatives for paperless
payment processing through the use of Electronic Commerce. WAWF meets
these initiatives by providing vendors the means to create and submit invoices
and receiving report data electronically and government the ability to perform
inspection acceptance on-line, then pass the data electronically to the DoD
entitlement system for payment.

WAWEF provides global accessibility to all WAWEF users and eliminates the
potential for lost or misplaced documents during the DoD payment cycle.

Department of Defense Reform Initiative Directive (DRID) #43 — Defense-
wide Electronic Commerce dated May 20, 1998

e Office of the Under Secretary of Defense memorandum: Subject:
Deployment of Wide Area Workflow — Receipt and Acceptance (WAWF),
dated April 1, 2002

e Office of the Secretary of Defense memorandum: Subject: Wide Area
Workflow Implementation dated February 6, 2003

DFARS 252.232-7003 Electronic Submission of Payment Requests

Continued on next page
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Overview, Continued

WAWEF Roles The following are the different roles that may be used during the WAWF
process.

Vendor. A person, who is authorized under a government contract to create,
submit, correct, and view invoices and receiving report documents in WAWEF.
Vendors access to WAWEF is limited by registration under the firm’s CAGE
Code

Receiver/Inspector. A government representative who is responsible for the
receipt of supplies, equipment, and services. A receiver can inspect, receive,
reject, correct and view receipt and acceptance transactions in WAWF

Acceptor. A government representative who is responsible for the acceptance
of goods or services. The acceptor is authorized to inspect, accept, reject,
correct and view receipt and acceptance transactions in WAWF

Local Processing Official (LPO). A government representative who is
responsible for certifying documents prior to being forwarded to DFAS. The
LPO is authorized to review, certify, and enter lines of accounting data, as
required. The LPO role is mandatory for all Department of the Navy entitlement
system payments. The role is also used in the miscellaneous payment process
for non-contractually-based transactions. This role is optional for others

Government Payment Official. A government representative who is
responsible for the payment review and processing of documents in WAWF.
The payment official can recall, reject, or view documents in WAWF

Group Administration Manager (GAM). The GAM is responsible for
activation, deactivation and account maintenance for users who have self-
registered under the GAM’s assigned structure in WAWEF. There are vendor
GAMs and government GAMs.

4 of 98



Chapter 2 —Administrative Tasks

Introduction In this chapter you will learn the administrative task performed in WAWF
Contents This chapter contains the following topics.
i Topic

GAM Overview for Government
Steps before Self-Registering as a Government GAM

Self-Registering using Public Key Infrastructure (PKI) or
Common Access Card (CAC)

Self-Registering using User 1D and Password

Logging on to WAWF using Public Key Infrastructure (PKI)
or Common Access Card (CAC)

Logging on to WAWEF using User Id and Password
Resetting Password
Navigating the Side — Bar Menu

¢ My Profile Maintenance

¢ My Role Maintenance

¢ Adding an Additional Role

¢ Password Maintenance
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GAM Overview for Government

Group The users of WAWF are broken down into groups on five levels. One or more
Structure GAM administers each group.

A sample Group Structure is pictured below:

TP

LEVEL 1

LEVEL 2

LEVEL 3

LEVEL 4

LEVEL &

GAM Roles  There are two types of GAMs within WAWF.
Defined
- Group Administrator Manager - A Group Administrator Manager
is at Level 1 of the group structure. This level, called the
"Organizational Level," represents the various Service/Agency
Headquarters (e.g. Navy, Army, Marines, Air Force, DCMA, DLA,
DFAS, etc.)

- Group Administrator — A Group Administrator is at Levels 2, 3, 4
or 5 in WAWEF. Group Administrators at Levels 2, 3, 4, or 5 have
their authority validated by the GAM one level up before they can be
activated to use WAWF

Continued on next page
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GAM Overview for Government, Continued

Tiered The GAM can access user records on two levels: the GAM's own group and all

Jurisdiction  groups one level below. The triangles on the diagram on the previous page indicate
sample spans of control. To access more than two levels, a GAM must register as a
GAM for each level.

Multiple A GAM is appointed according to their Agency’s business rules governing GAM

Roles access and GAM responsibilities. In addition to the GAM role, a GAM may also
have the role of inspector, acceptor, certifier, vendor, or pay official depending upon
their Agency’s business rules governing GAM practices.

Software and  There are additional software or hardware setup requirements to use WAWEF. In the

Hardware rare circumstance that you cannot access our home page Vendor and Government

Setup users may refer to information on setup requirements and steps at the WAWF
production sites. This information may be accessed at https://wawf.eb.mil. Click
Setting up your Machine.
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Steps before Self-Registering as a Government GAM

Process If you are a Government GAM (levels 2, 3, 4, 5), the GAM one level above you

Overview uses your DD Form 2875 and your GAM Appointment letter to authenticate
your position before activating your account as prescribed by your Agency’s
business rules.

If the Group Structure is Already Established:

Submit a DD Form 2875 to your designated GAM (see sample in
Appendix A)

The GAM will sign a GAM Appointment Letter and distribute copies to
all requiring activities according to your Agency’s business rules (see
sample in Appendix B)

You can register in WAWF for a GAM role anytime, but your GAM
account will not be activated until all forms are completed according to
your Agency’s business rules

If Adding a New Group:

After initial set-up, additional Groups (DoDAACS) can be added to your
account at any time.

Submit required documentation to your GAM per your Activity’s
business rules

The GAM will approve all required documentation and distribute copies
to all requiring activities according to the Agency’s business rules

You can register in WAWEF for additional Groups/DoDAACS anytime,
but your GAM account will not be updated until all required
documentation has been completed according to your Agency’s business
rules

You will need to work closely with your assigned GAM or your service/agency
WAWEF POC to complete these requirements.
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Introduction

Procedure

Self-Registering in WAWF using PKI or CAC

In order to form the GAM functions you will need to self-register as a GAM

Follow the steps below to self-register in WAWF using your Common Access
Card (CAC).

Step

Action

1

Go to https://wawf.eb.mil.

2

Click Self Register

Wide Area WorkFlow Training

“ersion 3.0.7 - 26 Apr 2005
System Messages:

+ Attention: Please disregard the Hardware Signing Module (HSM) Warning. This has already been reported to the WAWF
Customer Support.

e This is the WAWF-RA Training System. The WAWF-RA Production Systern can be accessed at httpsy/wawf.eb.mil

Logon to WAWF (Registered user only)
Self Register to use WAWF (New users)®
Help with registration for access to WAWF

“Mote: Your computer must be set up to run WAWF before you can self register. See "About WAWF."

Result: A message “You are accessing a U.S Government (USG)
information system (1S) that is provided for USG authorized use only.”

Click OK

Result: Warning is displayed alerting you not use the browser back
button within the WAWF application.

Continued on next page
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Self-Registering in WAWF using Common Access Card, Continued

Procedure
(continued)

Step

Action

Click OK

D

AR MIRG!

Flease DO MOT use the browser BACK BUTTOM within the WAMWF application.

The use of the browser's BACK BUTTOM is not supported within the WawF application when completing electronic

Forms,

Use of this butkon will cause the loss of dakta not vet saved to the server and will result in the application nok

performing as intended.

DO MOT use the backspace key in any uneditable Field, as this will Function as the back buttan.

where they exist, use the RETURMN or CANCEL buttons to return to a previous page within the WawWFE application.

Tip: When navigating within the WAWF application, always use the
WAWF navigation buttons or hyperlinks to move to new pages or go
back to previous pages. Do not use the “Back’ and “Forward” buttons
provided by your browser, use of these buttons may result in a user
being logged out and possible loss of data.

File  Edit

Wiew  Favorites  Tools  Help

<P Back ~ = - @ ﬁ ‘ @Search @Favorites @Media @‘ I%- 2 - 3\;&

From the WAWF Self Registration form fill in all required data (all fields
with the *)

WAWTF Self-Registration

* indicates mandatory field

First Name™ Last Name*

John Doe

Commercial Telephone* DSHN Telephone

(100 000 0000

Rank/Grade {(Mandatory for Government Users) E-mail Address*

Gs john. doed@dias.mil
Organization™

Electrainc Commerce Syster Specialist

anlinusl Return l PIEB ﬂelgl

Click Continue.

Continued on next page
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Self-Registering in WAWF using Common Access Card, Continued

Procedure
(continued)

Step

Action

Select the radio button labeled DoD Common Access Card.

WAWF Self-Registration

* indicates mandatory field

Logon Method®
O User ID and Password
{2 DoD or ECA Software Certificate
(% DoD Common Access Card

anlinuu' Return l PuitHuIEI

Click Continue.

Click Select Certificate.

WAWEF Self-Registration

*indicates mandatory field

Certificate®
[ Select Cerificate J

__f;unﬂnua |‘_ﬂiturn | Page |;|aI2|

Result: Security Alert screen is displayed.

Continued on next page
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Self-Registering in WAWF using Common Access Card, Continued

Procedure
(continued)

Step Action
10 Click Yes.
Security Alert
This Web site needs access to digital cerdificates on this computer.
WARNING: By allowing access to your certificates, thiz Web site will also gain
access to any personal information that are stored in your certificates.
Do you want this Web site to gain access to the cedificates on this computer now?
ves |
Result: Select certificate screen is displayed.
11 Select the certificate with the user’s name and <ALL>.
Select Certificate
Select the certificate you want to us=.
Issued to Issued by | Intende... Friendly... Expirati.. | Location
0 AT.., DODCL.. <Al> 9/19/2007 Mot avail...
F'L.-5.T. .. DODCL... SmartC... None 9192007 Mot avail...
<l | %]
OK I [ Cancel ] [ Wiew Certificate ]
12 Click OK.
Result: Security alert screen is displayed.
13 Click Yes.

Result: The CAC Smart Card screen is displayed.

Continued on next page
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Self-Registering in WAWF using Common Access Card, Continued

Procedure
(continued)

Step Action
14 Enter Pin number.
GSC 2.1 Smart Card
Enter PIM
(]8 I Cancel
15 Click OK.
Result: WAWF Self-Registration screen is displayed with user name
and certificate
16 Click Continue.

WAWF Self-Registration

* indicates mandatory field

Certificate™

- I

_Lontinua | | Beturn | Page jjalE|

Continued on next page
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Self-Registering in WAWF using Common Access Card, Continued

Procedure
(continued)

Step
17

Action
In the “Role” drop down menu, select Group Administrator

WAWF Self-Registration

* indicates mandatory field

Role
Group Administrator

Continue || Return ] F’nEs ]jaIEI

Tip: In the role field, the drop down menu arrow reveals the various
roles in the WAWF system. From this list you can select the additional
role for which you want to register.

18 Click Continue.

Continued on next page
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Self-Registering in WAWF using Common Access Card, Continued

Procedure
(continued)

Step Action

19 Decide which action you want to take to locate the group you will
become the GAM for.

IF THEN
Enter Group Name Click Continue

WAWF Self-Registration
~ indicates mandatory field

Enter the group name, or use the Lookup Group link to find the group name based on a location code.
Group Name™

DFAS Lookup Group

Continue l Return I Plis HQIBI

OR

IF THEN

Click Lookup Group Click Continue
Enter Location Code
Click Lookup Group

WAWF Self-Registration

* indicates mandatory field

Locate the group name by entering a location code that is in the group.
Location Code™

Hoao1o01

Lookup Group ' Return I Page J:lalgj

Microzoft Internet Explorer

* 3 The location code entered, HAO1 01, iz in the DFEAS group.
*-;"/ Do pou wizh to regizter az group administrator of thiz group’?

I Ok ] [ Cancel ]

Continued on next page
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Self-Registering in WAWF using Common Access Card, Continued

Procedure
(continued)

Step Action

20 Click Browse to add an attachment (2875) or you may enter comments in

the comments block

WAWF Self-Registration
- (B puld Amachmens
EDIIIIIIII ﬂmm lw

Tip: If no comments are attachments are needed go to step 24

21 Chose file name and click Open.

Areo Workflogm . =

WAWF Self-Reglistration

*indientes mandatory field

fuctivn CAGEs & Ralus

Result: File name will display in the box next to browse

Continued on next page
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Self-Registering in WAWF using Common Access Card, Continued

Procedure
(continued)

Step Action
22 Click OK on the SAM HAM message.
WAWF Self-Registration
CADocuments and Setings\BERMNETTE_MEMNEFEEY [ Browse.. | Add
Continue &' P Hel
23 Click Add Attachment.
Result: Screen will display giving you the capability to View, Delete or
add another attachment.
24 Click Continue.

Result: Profile Information screen is displayed

Continued on next page
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Self-Registering in WAWF using Common Access Card, Continued

Procedure (continued)

Step Action
25 Review the profile information you have entered.

T ST TS g ot
* indicates mandatory field

Profile Information

First N\ame Last Name Commercial Phone DSN Phone Email Rank Title Job Description Action

Shari Swaonger 614-693-8468 BE9-8468  shari.swonger@dfas. mil Wendor Wendor V4
Userid Action

sswongers3 !

Role Information

Role Group Code Extension Action

Wendor WENDOR TMIVD m

=

[¥] STATEMENT OF ACCOUNTABILITY *
| understand my obligation to protect my password/certificate. | assume the responsibility for the data and system |
am granted access to. Dwill not exceed my authorized access

Bcais!erow ' Cancel | Pageﬁllg'

26 OPTIONAL - If you wish to add additional roles then click on the add

]
icon = under the Action Column for Role Information. You can edit
your profile information by click the edit icon under the Action Column
for Profile Information. To delete a role you may have registered for in
error click on the delete icon
27 Click on the check box for Statement of Accountability after you have
reviewed the Profile and Role Information ensuring everything on the
screen is correct.
28 Click the Register Now button (you must submit the form for it to be
valid).

Result: After registration is completed Ogden will automatically email an
activation notice to the registrant stating you have successfully been
activated.

Important: Upon your GAM activating your account an email will be
sent to you. The email will contain a one-time temporary password for
your initial logon. You will need to change your temporary password.
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Self-Registering in WAWF using User ID & Password

Introduction

Procedure

In order to form the GAM functions you will need to self-register as a GAM

Follow the steps below to self-register in WAWF.

Step Action
1 Go to https://wawf.eb.mil
Result: Home page screen opens.
2 Click Self-Register.
Aica Workflogwn
Wide Area Workflow Wide Area Workflow
Home Wersion 3.0.12
Customer Support
[+] About WAWF
1 What's New Soif Ragisor 0 use WAWE (Now usorgs
Help with registration for access to WAWF
Security & Privacy
Active DoDAACs & Roles
e CACret o *Mate: Your computer must be set up to run WAWF before you can self-register. See "About WAWF
Result: A message “You are accessing a U.S Government (USG)
information system (1S) that is provided for USG authorized use only.”
3 Click OK
Result: Warning is displayed alerting you not use the browser back
button within the WAWF application.

Continued on next page
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Self-Registering in WAWF using User ID & Password, Continued

Procedure (continued)

Step

Action

4

Click OK

AR MIRNG!

AN

Forms.

performing as intended.

Please DO MOT use the browser BACK BUTTOMN within the WawF application.

The use of the browser's BACK BUTTOM is not supported within the WaWF application when completing electronic
Use of this butkan will cause the loss of data not yet saved ko the server and will resulk in Ehe application nok

DO MOT use the backspace key in any uneditable field, as this will Function as the back button.

wWhers they exist, uss the RETURMN or CANCEL buttons to returm ko a previous page within the WAWE spplication.

Tip: When navigating within the WAWF application, always use the
WAWF navigation buttons or hyperlinks to move to new pages or go
back to previous pages. Do not use the “Back™ and “Forward” buttons
provided by your browser, use of these buttons may result in a user
being logged out and possible loss of data.

Fie Edit ‘iew Fawvorites  Tools  Help

{pBack » = - @ ﬁ ‘ @Search @Favorites @Media @‘ I%v 3 - i_l)

From the WAWF Self Registration form fill in all required data (all fields

1 *
with the *)
WAWTF Self-Registration
" indicates mandatory field
First Name* Last Hame*
John Doe
Commercial Telephone* DSN Telephone
000 000 0000
Rank/Grade (Mandatory for Government Users) E-mail Address*
GS johin.doe@cdfas.mi
Organization® Title*
Electroine Commerce Systam Specialist
Continue | Return | Plil ﬂnlg'

Click Continue.

Continued on next page
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Self-Registering in WAWF using User ID & Password, Continued

Procedures
(continued)

Step Action
7 Click the radio button labeled User ID and Password.
WAWEF Self Registration
" indicates mandatory field
Logon Method *
& User 1D and Passward
O DoD or ECA Software Certificate
O DoD Common Access Card
Continue | Return | Page Help |
8 Click Continue.
9 Enter in a “User ID”. Please create your own. (It must be a minimum of
8 characters long).
WAWF Self-Registration
* indicates mandatory field
User ID*
weamdlser]
Continue | Return || Page Help|
10 Click Continue.
11

In the “Role” drop down menu, select Group Administrator

WAWF Self-Registration
~ indicates mandatory field

Role
Giroup Administrator

_anlinus [ Return || F’aae ﬂalel

Tip: In the role field, the drop down menu arrow reveals the various

roles in the WAWF system. From this list you can select the additional
role for which you want to register.

12

Click Continue.

Continued on next page
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Self-Registering in WAWF using User ID & Password, Continue

Procedure
(continued)

Step

Action

13

Decide which action you want to take to locate the group you will
become the GAM for.

IF THEN

Enter Group Name Click Continue

WAWF Self-Registration
~ indicates mandatory field

Enter the group name, or use the Lookup Group link to find the group name based on a location code.
Group Name™

DFAS Lookup Group

Continue l Return I Plis HQIBI

OR

IF THEN

Click Lookup Group Click Continue
Enter Location Code
Click Lookup Group

WAWF Self-Registration

* indicates mandatory field

Locate the group name by entering a location code that is in the group.
Location Code™

Hoao1o01

Lookup Group ' Return I Page J:lalgj

Microzoft Internet Explorer

* 3 The location code entered, HAO1 01, iz in the DFEAS group.
*-;"/ Do pou wizh to regizter az group administrator of thiz group’?

I Ok ] [ Cancel ]

Continued on next page
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Self-Registering in WAWF using User ID and Password, Continued

Procedure
(continued)

Step Action

14 Click Browse to add an attachment (2875) or you may enter comments in

the comments block

WAWF Self-Registration
- (B puld Amachmens
EDIIIIIIII ﬂmm lw

Tip: If no comments are attachments are needed go to step 24

15 Chose file name and click Open.

Areo Workflogm . =

WAWF Self-Reglistration

*indientes mandatory field

fuctivn CAGEs & Ralus

Result: File name will display in the box next to browse

Continued on next page
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Self-Registering in WAWF using User ID and Password, Continued

Procedure
(continued)

Step

Action

16

Click OK on the SAM HAM message.

WAWF Self-Registration
* indicates mandatory field
Comments

Add a new comment:

Microsoft Internet Explorer

2

Once an

it can onl ted by HAM
e you sure you want to add this attachment?

Attachments
ChADocuments and Setings\EERMETTE_MENEFEENW|_Browse.. Add

Attachments:

Continue Return__J Page Help

17

Click Add Attachment.

Result: Screen will display giving you the capability to View, Delete or

add another attachment.

18

Click Continue.

Result: Profile Information screen is displayed

19

Review the profile information you have entered.

T T ST TS GO O T T
* indicates mandatory field

Profile Information

First Name Last Name Commercial Phone DSN Phone Email Rank Title Job Description Action
Shari Swonger 614-693-8463 B69-8468  shari. swongengdfas. mil Wendar Wendor £
Userid Action
sswongerbd 2

Role Information

Role Group Code Extension Action
Wendar WENDOR MWD g
=

[¥] STATEMENT OF ACCOUNTABILITY *
l'understand my obligation to protect my password/cedificate. | assume the responsihility for the data and system |
arn granted access to. | will not exceed my authorized access.

Register Now |  Cancel | Page Help|

Continued on next page
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Self-Registering in WAWF using User ID and Password, Continued

Procedure
(continue)

Step

Action

20

OPTIONAL - If you wish to add additional roles then click on the add

]
icon G under the Action Column for Role Information. You can edit
your profile information by click the edit icon under the Action Column
for Profile Information. To delete a role you may have registered for in
error click on the delete icon

21

Click on the check box for Statement of Accountability after you have
reviewed the Profile and Role Information ensuring everything on the
screen is correct.

22

Click the Register Now button (you must submit the form for it to be
valid).

Result: After registration is completed Ogden will automatically email an
activation notice to the registrant stating you have successfully been
activated.

Important: Upon your GAM activating your account an email will be
sent to you. The email will contain a one-time temporary password for
your initial logon. You will need to change your temporary password.
(See page 43 for password criteria).
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Introduction

Procedure

Logging on to WAWF using PKI or CAC

In order to do the GAM functionally in WAWF you must Logon. You will
need to have self-registered to Logon to WAWEF. If you have not already self-
registered, refer to procedures on how to self-register in WAWF

Follow the procedure below using CAC to access WAWF

Step

Action

1

Go to https://wawf.eb.mil

Result: WAWF-RA Home page screen is displayed.

Click Logon.

Logon to WAWF (Registered user only)
Self Register to use WAWF (New users)*
Help with registration for access to WAWF

Result: Warning is displayed alerting you to NOT use the browser
BACK BUTTON within the WAWEF application.

Click OK.

& WARNING!

Flease DO MOT use the browser BACK BUTTOM within the WwiawWF spplication.

The use of the browser's BACK BUTTOM is not supported within the WawWF application when completing electranic
Faorrns.

Use of this button will cause the loss of daka not ek saved to the server and will result in the application not
performing as intended.

Do NOT use the backspace key in any uneditable Field, as this will Function as the back button,

where they exist, use the RETURM or CAMCEL butkons to return to a previous page within the wawF application.,

Tip: When navigating within the WAWF-RA application, always use
the WAWF-RA navigation buttons or hyperlinks to move to new pages
or go back to previous pages. Do not use the “Back” and “Forward”
buttons provided by your browser, use of these buttons may result in a
user being logged out and possible loss of data.

Fil= Edit Wiew Faworites Toaols Help

4 Back = =) - @ ﬁ | @Search @Favurites @Media ®| @- SR -}-;'a

Continued on next page
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https://wawf.eb.mil/

Logging on to WAWF using PKI or CAC), Continued

Procedure
(continued)

Step

Action

Click Select Certificate.

WAWF - Logon

User Id

L]

Password

Select Ceificate
Submit | Return | Fa!n HelE'

administratar or Custorner Support

If you have forgotten your WAWF password, please contact your group

Result: Security Alert screen is displayed.

Select the certificate with the user’s name and <ALL>.

Select Certificate

Select the certificate you want to use.

Issued to Issued by | Intende... Friendly Expirati... = Location
EpAT... DODCL.. <Al> 9/18/2007 Mot avail...
[ElpLaT... DODCL.. SmartC... MNone 9192007 Mot avail...
< |3

OK I [ Cancel ] [ Wiew Certificate ]

Continued on next page
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Logging on to WAWF using (PKI or CAC), Continued

Procedure
(continued)

Step

Action

Click OK.

Result: Security Alert box is displayed

Click Yes.

Security Alert x|

Thiz Web site needs to create a digital sighature using vour private key.

‘wiBRMIMG: Allowing an untrusted ‘web gits to uze pour private key iz a security rizk.
The 'web site could use pour private key to compromize protected data or assume
wour identity.

Do you want this Web gite ta create the sighature now?

I~ Do not show this dialog box again.

If wou select this check box, any ‘wWeb sages within this site will be able to create
digital signatures without prampting vou again. However, pou will be prormpted
again when pou vizit another Web site,

es | Mo I

Enter Pin number.
e G X

Enter PIM

]xxxxxx

0F. I Cancel

Click OK

10

Click Submit.

WAWF - Logon
User Id

—

Password

——

bsm DF 3010020096 I

Submit__J Return | Page Help |

| John Doe 0000000000 |F password, please contact your group
ort

Result: Certificate with your name screen is displayed

Continued on next page
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Logging on to WAWF using PKI or CAC, cContinued

Important - WAWE-RA has a security time-out function that limits the WAWF-RA
Session session to approximately 30 minutes of inactivity. If you have not used
time-out WAWE-RA within 25 minutes, a pop-up message activates.

The pop-up window gives you a choice of selecting OK to continue working,
or Cancel to end the session at the regularly scheduled loss of session (in
approximately 5 minutes).

If you do not Click OK when the pop-up window activates, your session will
be timed out. All data that you have entered but not submitted will be lost.
You must log back in to continue working.

Microsoft Internet Explorer

| our Session will expire in S minutes. ..
] Pressing OF will refresh the session,
Pressing CAMCEL and naot submitting your
tramsackion within S minukes will result in
the loss of all information pertaining ko this transaction,

I oK l [ Cancel

Logging Off When you are finished working in WAWF-RA, you should log off by
returning to the home page and then close your browser.

Home / Log Out

Microsoft Internet Explorer

\_:.’:/ It is recommended that vou close wour browser window ko complete the log out, do wou wish to continue?

I Ok ][ Cancel ]

It’s important to log off properly for security reasons. If you do not log off,
anyone with access to your computer can view and manipulate documents in
WAWE.
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Logging on to WAWF using User ID & Password

Introduction In order to do the GAM functionally in WAWF you must Logon. You will need to
have self-registered to Logon to WAWF. If you have not already self-registered, refer
to procedures on how to self-register in WAWF

Procedure Follow the steps below to Logon to WAWF using User Id and Password

Step

Action

1

Go to https://wawf.eb.mil

Result: WAWF-RA Home page screen is displayed.

Click Logon.

Logon to WAWF (Registered user only)
Self Register to use WAWF (New users)*
Help with registration for access to WAWF

Result: Warning is displayed alerting you to NOT use the browser
BACK BUTTON within the WAWF application.

Click OK.

& WARNING!

Flease DO MOT use the browser BACK BUTTOM within the WwiawWF spplication.

The use of the browser's BACK BUTTOMN is not supported within Ehe WAWF application when completing electranic
Faorrns.

Use of this butkon will cause the loss of daka not ek saved to the server and will result in the application not
performing as intended.

D2 WNOT use the backspace key in any uneditable Field, as this will Function as the back button,

where they exist, use the RETURM or CAMCEL butkons to return to a previous page within the Ww.awF application,

Tip: When navigating within the WAWF-RA application, always use
the WAWF-RA navigation buttons or hyperlinks to move to new pages
or go back to previous pages. Do not use the “Back” and *“Forward”
buttons provided by your browser, use of these buttons may result in a
user being logged out and possible loss of data.

File Edit Wiew Faworites Toaols Help

= Back - =p - @ @ | @Search @Favorites @Media ®| %- 22 - _1;5

Continued On Next Page

30 of 98


https://wawf.eb.mil/

Logging on to WAWF using User ID & Password , Continued

Procedure (continued)

Step

Action

4

Enter your User ID/Password

WAWF -Logon

User ID
Govusers2i
Password

Tip: User ID and Password are case sensitive.

Click Submit

Results: User menu screen opens.
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Navigating the Side-Bar Menu on the WAWF Home Page — Prior to
Log-On

Introduction The WAWF homepage contains several important links to general information
for all users. This information is updated with each new release of WAWF so it
will remain current.

Homepage

Homepage  Below is the WAWF homepage. Tip the system messages. These messages will
change as needed. It is important to read this each time you log into WAWF so that
you stay current on all important information.

T Wide Area Workflogn

Wide Area Workiow

Wide Area Workflow (14)

e Version 3.0.12 Patch02

Customer Support

[+] About WAWF System Messages:
L] What's Hew NEW (01 Apr 08) Starting with WAWF 3.0.13, when miscellaneous transportation charges exceed §100, WAWF now will reguire an attachment that provides

documentation to substantiate the charges. Without the attachment the invaice will nat flow to the payment system office and is not considered a proper invoice. Click
here for the attachment.

Security & Privacy

Active DoDAACs 8 Roles NEW (01 Apr 08) New EDIFTP Guides are also now available for viewing

Active CAGEs & Roles https:/febec.webe
Go 1o the files tab to view, and click on the "+ icon next to the "WAWF v3013 Release” link

NEW (31 Mar 08) Please be advised that WAVWF will be unavailable Friday April 4th, 2008 starting at 1630 MDT /1730 EOT through Maonday April 7th, 2008 at
0400 MDT/ 0600 EOT

(21 Dec 07) Vendars sending invaices to Local Processing Ofice (LPO) DoDAACs, NO421, NBS335, NODD1S, NES336, NE1339, N32373 and NEBO21 Please ote;
Effective 12/18/07 all payments accur via the Navy ERP Payment Ofice N50120, and with that change 2M1 invaices are no langer accepted, they will fai if used.
Accordingly, please submit ‘Comba' invoices in lieu of 2N1. Sea WAWF training for Combo instructions. If you have questions please call you Comptroller/Contracts
POC

{12 Dec 07) Vendars sending invaices to Local Pracessing Office (LPO) DoDAACs, NOD421, NBE335, NODD19, NEA936, NE1339, N32370 and NEB21 Please Note; Since
12/06/2007 all new awards have received new Mavy ERF Pay Office DeDAAC N50120, and all existing awards are moving to new Pay Office DoDAAC N50120 effective 12-
18-07. Upon receipt of new award or modification and applicable invaicing instructions, future imvoices must cite the new Pay Ofice DoDAAG. This change efiects only
Navy NAVAIR Command vendor payments disbursed via DFAS One-Pay San Diego or Charleston ofices and net vendor payments disbursed via DFAS Columbus
MOCAS payment ofiice/system. If you have any questionsiconcerns please call the Mavy ERP help desk at 301-342-3104 or your NAYAIR ComptrollerCantracts POC

{01 Nov 07) Attention Navy Local Processing Offices (LPO). WAWF +3.0.12 has an AA4 validation check and table which may not have all valid AfAs included. If you
receive the following error message, please contact the Ogden Senice Desk, at 1-856-518-5956 or email st CSCASSIGE@CSD.DISAMIL

“Error: The AAA Code is invalid on the Line Item Tah. Please correct the information.”

17 Sep 07) The FTP format for several lines has changed in WAWF W3.0.12. In particular, for Line 4A, YWAWF will be expecting two extra "*"s and for Line 168, WAVWF
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Customer Support

Customer
Support

The Defense Information Systems Agency (DISA) is available via phone or email
for your WAWF technical support. The Help Desk will issue a trouble ticket and
work to resolve the problem. Trouble tickets are used to monitor system wide errors
and are used to resolve problems and provide immediate assistance for like
problems. The left navigation bar on the WAWF Home Page contains contact
information for the DISA WAWF Customer Support Help Desk.

About WAWE link

About WAWEF
link

The About WAWEF link contains important links for new users to WAWF

Functional Information — includes background on the system and some
of the same information you saw in the overview.

Setting Up Your Vista Machine for WAWF with MSIE Brower
Version 7 — includes detail instructions for setting up your computer to
use WAWF

Using WAWF with MSIE 7 Browser- includes detailed instructions for
setting up your computer to use WAWF.

Setting Up Your Machine — Desktop — includes detailed instructions for
setting up your computer to use WAWF.

Setting Up Your Machine — Wireless — includes detailed instructions for
setting up your computer to use WAWF on a wireless device.

Access Web Based Training — The Web-based training is an excellent
reference and educational site for initial training in WAWF. It also is
excellent for refresher training, new releases and when new employees
come on board.

Frequently Asked Questions (FAQ)

Deployment Checklist — This deployment checklist is for DoD entities
new to WAWF. The checklist identifies 17 steps necessary to begin using
the WAWEF application.

Continued on next page
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Navigating the Side-Bar Menu on the WAWF Home Page — Prior to
Log-On, Continued

What's New link

What’s New
link

Provides information about what is new in WAWF for previous and current

system release enhancements.

-] What's New

A. Yersion 3.0.1
B. Yersion 3.0.1.1
C. Yersion 3.02
D. Yersion 3.0.2.1
E. Version 3.0.2.2
E. Yersion 3.0.3
5. Yersion 3.0.3.1
H. Yersion 3.0.4
|. ¥ersion 3.0.4.1
J. Yersion 3.0.5
K. Yersion 3.0.6
L. Version 3.0.7
M. Version 3.0.8
H. Yersion 3.0.9
0. Yersion 3.0.10
P. Yersion 3.0.11
B. Yersion 3.0.12

Security & Privacy link

Security &
Privacy link

Provides the notice describing the security and privacy of WAWF.

Continued on next page
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Navigating the Side-Bar Menu on the WAWF Home Page — Prior to
Log-On, Continued

Active DoDAACs & Role link

Active The Active DODAACs & Role link is used when a Government or Vendor
DoDAACs &  user needs to determine if a government activity has active users registered
Role link within WAWF.

WAWF Active DoDAACSs and Roles

* indicates mandatory field
DoDAAC = | Extension

Enter search criteria. Partial entries are NOT acceptahle for DoDAAC.

Submit | Regset [ | F’ais ﬂalE'

Active CAGE Code link

Active CAGE  The Active CAGE Code link is used when a Government user needs to
Code link determine if a Vendor has active users registered within WAWF.

WAWF Active CAGE Code

* indicates mandatory field
CAGE Code = | Extension

Enter search criteria. Partial entries are NOT acceptable for CAGE Code.

_ﬁubmil ] Reset | PaEs ﬂale'
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Navigating the Side-Bar Menu on the WAWF Home Page — After

Log-On

My Profile Maintenance

Introduction

My Profile Maintenance lets you update the personal profile information on
your WAWEF account.

Change Profile Information

Procedure

Follow the steps below to change your WAWF profile information:

Step

Action

1

Logon to WAWEF.

Result: On left-hand side of the screen the submenu is displayed.

Click My Profile Maintenance.

ide Arga Workflowy . =

Wide Hiea Workilow ‘

Customer Support
1-B68-618-5958 i i
e Profile Information
UserlD: GovAcc30 " = Required Fislds
First Last Commercial DSN 0 o .
Home / Log Out Name Name Phone Phone Hil HEBLTEL) Description gellon
s 540-563-0371 x i 5 . GS-
My Profile Maintenance Lori Christen 4410 wanwf_undel@ecedi nit. disa mil 12 QAS QAZ £

Add Additional Role

[+] Acceptor Logon Information
Acceptor View Only -
Logon Type Action
Admin By View Only Userid and Passward £
= Userid
Issue By View Only T
ETP/EDI Guides & Other [CISTATEMENT OF ACCOUNTABILITY *
Supporting Documents | understand my obligation to protect my password/certificate. | agsume the respongibility for the data and system | am
@ granted access to. | will not exceed my authorized access
< > Submit_| Page J};lm

Result: Profile information screen is displayed.

Continued on next page
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My Profile Maintenance

Change Profile Information

Procedure (continued)

Step

Action

3

Click the edit icon, which looks like a pen, under Action in the Profile
Information section.

Action

£

Result: The User Profile Information form is displayed

Update personal information.

User Profile
* = Required Fields

Eirst Name™ Last Name™

fGov Pay
Commercial Telephone* DSH Telephone
1111111111
Rank/Grade* E-mail Address*
gsil webdad@cols.disa.mil
Organization® Title*
pay pay

anlinnel Return ' Flleﬂlle'

Tip: You may change multiple fields of information before you click
the Continue button. You can make changes to your personal profile
information: your name, phone number, email address, rank, title, or
job description.

Click Continue.

Result: The Profile Information page appears again.

Continued on next page
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My Profile Maintenance

Change Profile Information

Procedures
(continue)

Step

Action

Put a check in the checkbox next to Statement of Accountability.

TS e Wonianll =

Wide Wiea Wadkilew

[Customer Support

i Profile Information
UseriD: GovAcckd 2 ecuited ek

Mama 7 Lag Out Mams  Wame Phans Fnﬁ.
i A Sws  Chasten HOSELEIT wired_ungeiecod it Saamil 1T GAS  OAS £
Add Additianal Habe
L) ccaprar

Accepion View Only

Pt By Viww Cinty
Inin By View Only

ETIMLD Guides & Othas
[Supperting Dscomanes

Click Submit.

Result: Message appears stating “Your profile information has been

successfully updated.”
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My Profile Maintenance

Introduction Under Logon Information you can change your Logon Type from User ID and
Password to Certificate or from Certificate to User Id and Password.

Change Logon Information

Procedure Follow this procedure to change Logon Information.

Step Action
1 Logon to WAWEF.

Result: On left-hand side of the screen the submenu is displayed.
2 Click My Profile Maintenance.

]
e
Wide Area Workilow ‘

Customer Support
1-B66-618-5955 i i
s Profile Information
UserlD: GovAcc30 * = Required Fields

First Last Commercial DSN 0 5 Joh o
Home / Log Out Name  Name Phone Phone Emall Rank Title o cription Action

540-563-0371 x G5
B e Lori Chrigten 4410 wanf_undel@ecedi.nit.disa. mil 12 QAS QAS £
Add Additional Role
[+] Acceptor Logon Information
Acceptor View Only | =
Logon Type Action
Admin By View Only Userid and Password >4
. Userid
Issue By View Only GavAccal
ETP/EDI Guides & Other [JSTATEMENT OF ACCOUNTABILITY *
e | understand my obligation to protect my passwardicertificate. | assume the responsibility for the data and system | am
& granted access to. | will not exceed my authorized access

. > _suomtJ _page byip)

Result: Profile information screen is displayed.

Tip: In the bottom section, you can change your method of logging on
to WAWF from User ID and password to certificate.
3 Click the edit icon Action under Logon Type.

Result: Logon Method screen is displayed.

Continued on next page
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My Profile Maintenance

Change Logon Information

Action

Select appreciate Logon Method.

User Profile
* = Required Fields

Logon Method™
Dol or ECA Software Certificate
@ Dol Carmrmon Access Card

_Ceontinue '] Return || Page Help |

Click Continue.

Procedure
(continue)
Step
4
5
6

Click Select Certificate.

User Profile

Certificate Registration
Select Cenificate ]

_Continue '] Return | Page ]:[ale|

Result: Security Alert box appears.

Continued on next page
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My Profile Maintenance

Change Logon Information

Procedure
(continue)

Step

Action

Click Yes.

User Profile

Cenrtificate Registration

Select Cerificate

This "web site needs access ta digital certificates an this computer.

WARMING: By allowing access to pour cettificates, this Web site will also gain
access to any personal information that are stored in your certificates.

Do you want this \Web sits to gain access ta the certificates on this computer how?

Result: Select Certificate box is displayed.

Select Certificate

Select the certificate you want ko use,

Select the certificate with the user’s name and <ALL>.

Issuedto  Issuedby  Intende...

e N W ﬂ‘ea m@ikﬂq

Emene.. popaL

Friendly...

Wy

H Cancel H View Certificate

=3
=

Customer Support
My Profile Maintenance
My Role Maintenance

dd Additional Role

min By View Only

User Profile

Certificate Registration

Select Certificate

Continue |  Return | Page Help|

Continued on next page
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My Profile Maintenance

Change Logon Information

Procedure
(continue)

Step

Action

Click OK.

Result: Your name is displayed in the Select Certificate box.

10

Click Continue.

11

Put a check in the checkbox next to Statement of Accountability.

Wive iee Weikilew

U5 Wide Area Workilogm i

ETPILII Guédes & Other
ISuppeiting Decumants

a5 10. | wall ROt waCHD:

(Customer Support

ik Profile Information

UserD Govhos it Lewt  Commarcial ns; i e Jobs

Home / Log Oun Mame  Wame Phone Phene — Rank Thln g oecripaion  SC500
B o Wakehasiicn L waed_undelGecod ni dsamid 53 caE Qs z
Add Additianal Rale

i} Accapior Logon Information

IR vy Logen Typs Aeti

Adin By View Ondy tid and Patiwe ri

fesaie By View Only 3:‘:::‘31

[=] STATEMENT OF ACCOURTABILITY *
| ureSaratand my obligaion bs protect my pass
d my

o ok Ut rsponaitiiny for the data and system | am
authenzes acce

12

Click Submit.

Result: Message appears stating “Your profile information has been

successfully updated.”
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My Role Maintenance

Introduction My Role Maintenance gives each user the capability to view all the roles and
DoDAAC they are registered for and weather or not you are active.

View Comments

Procedure Follow the steps below to view roles/comments.
Step Action

1 Logon to WAWEF.
Result: On left-hand side of the screen the submenu is displayed.

2 Click My Role Maintenance.

3 Review the information.
Tip: You can sort by Role, Group, Location Code, Extension,
Registration Date, Active Status, Comments, and Attachments..

4 Click on View under Comments/Attachments column.

Continued on next page
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My Role Maintenance, Continued

View Comments

Procedure
(continued)

Step

Action

Review or add comments.

Comments

Amachments
Broeie | fuli Astachment

Click Return

Result: Will return back to Role for User

Continued on next page
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My Role Maintenance, Continued

Introduction At times if attachments are required they are not always added doing initial
registration. Under My Role Maintenance there is the capability to view comments
and add attachments.

Add Attachment

Procedure Follow the steps to add an attachment.

Step Action
1 Logon to WAWEF.

Result: On left-hand side of the screen the submenu is displayed.
2 Click My Role Maintenance.
3 Review the information.

Tip: You can sort by Role, Group, Location Code, Extension,
Registration Date, Active Status, Comments, and Attachments
4 Click on Add under Comments/Attachments column.

5 Click Browse to add an attachment.

......................

Continued on next page
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My Role Maintenance, Continued

Add Attachment

Procedure
(continued)

Step

Action

Chose file name and click Open.

Result: File name will display in the box next to browse

Click OK on the SAM HAM message.

Click Add Attachment.

Broeie | fuli Astachment

Result: File name will display in the Attachments drop down box.

Click Return.

Result: Will return back to Role for User.
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Adding an Additional Role

Introduction  The link Add Additional Role allows you to add additional
- DoDAACs

- MPACs
- User roles

after you have already registered instead of registering again

Procedure Follow the procedure below to add an additional role in WAWF:

Step Action
1 Logon to WAWF

Result: On left-hand side of the screen the submenu is displayed.
2 Click Add Additional Role

Result: The Add Role page opens.
3 From the drop down list, click on the desired role.

R Wide Arga Workflogms -

1455616 50
DEN 00 Add Role
UseriD: GovAcclD * Indicates mandatory fleld

Accaptor View Dnly
Adimin By View Only
fsue By View Ouly

ETP/ED Gubdes & Other
Supporting Dacuments

Crbrwrsre lhenr's Manual ¥
©

4 Click Continue

Continued on next page
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Adding an Additional Role, continued

Procedure (continued)

Step Action
5 Select the radio button labeled for DODAAC or MAPAC (Military
Assistance Program Access) for which you want to register.

de Riga Wodkflogn, =

Wids fiza Weikilew

Customer Suppert

Ity ﬁ Add Role

UgariD: GovAcc30 * indicates mandatory field

Mo/ Lag Out Swelect the method of reglsiratlon:
® Register by DoDAAC
My Profile Malntenance ogistar by MARAS

Add Additional Rale Continus | _ Return | _Page Help|
[+] Accoptor

Acceplar View Only
Admin By View Only

fssain By View Only

ETP/LDI Guides & Other
Supporting Documenis

“

Cafrwars lleare Manusl
£

6 Enter the DODAAC or MAPAC for which you want to register.
Click Continue.

8 Click Browse to add an attachment (2875) or you may enter comments in
the comments block if necessary

\‘

WAWF Self-Registration
* indicates mandatory field
Comments

Add a new commant:

Attachments
[Erowse. | Add Anacheent

Altachmants *

Coatisus | _ Hetura | Pages Help)

Continued on next page

48 of 98



Adding an Additional Role, continued

Procedure
(continue)

Step Action
9 Click the Statement of Accountability checkbox.

F A kilowr
e Area Workf F =
U e
e
Wide Aiea Workilow ~

~
(Customer Support
1-866-516-59568
DSN;: 3668-7095 Add Role
UserlD: GovAcc30 * indicates mandatory field
Home / Log Out Role Information
My Profile Maintenance Role Group Code Extension Action
Add Additional Role Acceptor GOVERNMENT JUNK S44073 g
l[+] Acceptor
Acceptor View Only
Admin By View Only [“] STATEMENT OF ACCOUNTABILITY *

| understand my abligation to protect my passward/certificate. | assume the responsibility for the data and system
Issue By View Only 1 am granted access to. | will not exceed my authorized access
Submit_J _Page Help|
FETP/EDI Guides & Other
ISuppeorting Documents
v

< > by v

Result: The system informs you that your Role Information was
updated
10 Click Submit.
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Password Maintenance

Introduction From the user submenu page, you can change your password at anytime
before it expires.

Procedure Follow the steps below to change your password in WAWF.
Step Action
1 Logon to WAWEF.

Result: On left-hand side of the screen the submenu is displayed.

Click Password Maintenance.

Wide nual.tlouklloa

Customer Support

1-866-H18-6580
DEN: 383-T095

UseriD: MOCASvendl
Home / Log Out

Ey Profile Malntenance
Add Additlonal Role

Passward Malnenance

T Wide Argo Workilogms =

I

WAWF Password Confirmation

U 1d: MOCASvind1
Password]
Continue I Cancel I P Hal

w

Enter your current password in the text entry box.

Click Continue.

Result: The Password Maintenance screen is displayed.

Type your new password twice. Password formatting guidelines require

that every password must:

Password Maintenance

= Cannot be changed within 24 hours

HNew password Confirm new password

Submit ] _ Return | Page Help)
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Chapter 3 WAWF Group Administrator (GAM) Task

Introduction The Group Administrator performs an important role in WAWF. The GAM is
responsible for activation, deactivation and account maintenance for users who have
self-registered under the GAM’s assigned structure in WAWEF.

Contents This chapter contains the following topics.

Topic

Group Administrator

Group Structure

Administer Location Codes

Use Group Look-up Function

View User Information

Activate and Deactivate User Account
Activation Report

Reset User Password

Reset User Certificate

51 of 98



Group Administrator

Introduction

Group
Administrator
Submenu

After logging into WAWF, the Group Administrator Menu will appear in the
middle of the sidebar. This menu provides access to all the functions you can
perform as a WAWF GAM.

Tip: When you first log on to WAWF, the Group Administrator menu will
be collapsed. To display the submenu, click the plus sign [+] next to the
Group Administrator menu title.

Clicking on the plus sign [+] expands the submenu and the sign changes to a
minus [-]. The Group Administrator submenus remain visible when you
change pages.

To collapse the menu, click on the minus [-] sign.

The Group Administrator Submenu consists of the following functions:

[] Group Administrator
Group Structure
Location Codes
Group Lookup
User Information
Activation
Activation Report
Reset Password

Reset Certificate

Continued on next page
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Group Administrator, Continued

Description The table below describes the eight Group Administrator functions.

of Functions

Function

Description

Group Structure

Within this section , the GAM has a unique set of actions that permit
updating the structure based on current policies and procedures

These include:
¢ Administer users in this group
¢ Administer location codes in this group
¢ Moving Location Codes between Groups/Subgroups

Location Codes

Within this section, the GAM can:

0 View DoDAAC:S registered under a group

¢ Assign or change an organizational e-mail address fro each
DoDAAC or CAGE in the group or extension

¢ Create extension

Group Lookup

Within this section, the GAM can do two things:

¢ View the group name associated with a particular location code
(DoDAAC)
O View all GAM(s) registered under the location code (DoDAAC)

Continued on next page

53 of 98



Group Administrator, Continued

Description of Functions,

Continued

Function

Description

User Information

Within this section, the GAM can:

0

0

0
0

View user’s profile and/or the roles associated with the user, as
well as view the date the user registered

Edit the profile to update any portion of the information associated
with the users

Add attachment to a user’s profile
Achieve any inactive accounts

Activation

Within this section, the GAM can:

0

0

0

Active, deactivate and re-activate users within the GAM’s span of
control

Review all users accounts under a particular Group Name,
Location Code Extension, User role, or User Status

Perform group Activations by pulling all inactive user roles, under
a location code

Activation Report

Within this section, the GAM can:

0

Provide a means for locating the activation history of a specific
user via search.

Reset Password

Within this section, the GAM can :

0

Reset a user’s password or guide

Reset Certificate

Within this section, the GAM can:

0

Reset user’s certificate
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Group Structure

Introduction In this section you will learn how to perform the following tasks:
¢ Administer users in this group
¢ Administer achieved user in this group
¢ Administer location codes in this group
¢ Move a location code to this group

Administer users in this group

Introduction Use the information from this link to view active users’ information from their
profile to their roles in that group.

Procedure Follow the steps below to view active users’ information for the users in a group.
Step Action
1 Logon to WAWF
2 Click the (+) next to Group Administrator to expand.

3

Click on Group Structure.

I-] Group Administrator
Group Structure
Location Codes
Group Lookup
User Information
Activation
Activation Report
Heset Password

Reset Certificate

Result: Current Group screen is displayed.

Continued on next page
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Administer users

in this group, Continued

Procedure (continued)

Step

Action

4

Click Administer users in this group.

Current Group: VENDOR
Path to Current Group
TOP fFwEMDOR

Actions for Current Group
Administer users in this group
Administer archived users in this group
Administer location codes in this group
Mowve a location code to this group

Subgroups

Result: This screen displays all achieve users available under this
group. You can view the users Profile and/or Roles

On this screen you can the results are displayed ten a time, labels at the
top of the screen indicate the current group and the total number of users,
the current page number and page count are at the bottom of the page, a
dropdown box and paging button allow you to select the next page to be
viewed and you can sort the list of users by User ID by First Name, or by
Last Name and in either ascending or descending alphabetical order.

Current Group: VENDOR

DChAWENDS
DPRP00S
jacksonz

PAHR Y SSFED Bianca
ANTF2T
=0874580
SIKORSKY

SO RN

== 3

Fage 1 of 72 Go to:| Poge 2~

Return to Group Structure

Tip: To view user profile follow steps 6-8.
To view user Role follow steps 9-11.

Click Profile under “Actions” to view user’s profile information.

Result: User Information screen is displayed with the user’s

registration information.

Continued on next page
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Administer users in this group, Continued

Procedure
(continued)

Step Action
7 View user information.
Current Group: VENDOR
Userid First Name Last Name
MHn'Y85FD Bianca Armenta
E-mail Address Commercial Telephone DSN Telephone
wamd_undel@ecedi.nit. disa. mil 206351919
Title Organization Rank Grade
Je Je Ch
Certificate lssuer
Return to List of Users
Return to Group Structure
8 Click Return to List of Users to return to previous list or
Click Return to Group Structure to return main page.
Tip: In this procedure we will Return to List of Users.
9 Click Role under the “Actions”.
4 Jackson? 333 333 Profile Roles
5 MHRYE5FD Bianca Arrmenta Profile Roles
G AN72T Sheila Adame PI_O? | Roles
Tip: The list of user roles is displayed by Group Names, Cage codes or
DoDAAC and extensions, active status, and comments and attachment
10 Clicking on the View under Comments/Attachments will display any
comments and attachments associated with the user.
- First  Last Location . Active Comments /
Userid i e Role  Group Code Extension St Comments Attachments Atachmenss
VHAVSSFD Bianca Amerta . O™ VENDOR Yoo N View
Adrninigtrator
Retum to
List of Users
11 Click Return to List of Users.
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Administer archived users in this group

Introduction Use the information from this link to view achieves users’ information from their
profile to their roles in that group.

Procedure Follow the steps below to view achieve users information for the users in a group.

Step Action
1 Logon to WAWF
2 Click the (+) next to Group Administrator to expand.
3 Click on Group Structure.

I-] Group Administrator
Group Structure
Location Codes
Group Lookup
User Information
Activation
Activation Report
Heset Password

Reset Certificate

Result: Current Group screen is displayed.

Continued on next page
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Administer archived users in this group, Continued

Procedure (continued)

Step Action
4 Click Administer archived users in this group.

Current Group: VENDOR
Path to Current Group
TOP fFwEMDOR

Actions for Current Group
Administer users in this group
Administer archived users in this group
Administer location codes in this group
Mowve a location code to this group

Subgroups

Result: This screen displays all achieve users available under this
group. You can view the users Profile and/or Roles.

5 On this screen you can the results are displayed ten a time, labels at the
top of the screen indicate the current group and the total number of users,
the current page number and page count are at the bottom of the page, a
dropdown box and paging button allow you to select the next page to be
viewed and you can sort the list of users by User ID by First Name, or by
Last Name and in either ascending or descending alphabetical order.

Tip: To view user profile follow steps 6-8.
To view user Role follow steps 9-11.
6 Click Profile under “Actions” to view user’s profile information.

Result: User Information screen is displayed with the user’s
registration information.

Continued on next page
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Administer archived users in this group, Continued

Procedure
(continued)

Step Action
7 View user information.
Current Group: VENDOR
Userid First Name Last Name
MHn'Y55FD Bianca Armenta
E-mail Address Commercial Telephone DSN Telephone
wamd_undel@ecedi.nit. disa. mil 206351919
Title Organization Rank Grade
JTC Je Cly
Certificate lssuer
Return to List of Users
Return to Group Structure
8 Click Return to List of Users to return to previous list or
Click Return to Group Structure to return main page.
Tip: In this procedure we will Return to List of Users and view Roles.
9 Click Role under the “Actions”.
4 Jackson? 333 333 Profile Roles
5 MHRY55FD Bianca Almenta Profile Roles
G AN72T Sheila Adame PI_O? | Roles
Tip: The list of user roles is displayed by Group Names, Cage codes or
DoDAAC and extensions, active status, and comments and attachment
10 Clicking on the View under Comments/Attachments will display any
comments and attachments associated with the user.
- First  Last Location . Active Comments /
Userid i e Role  Group Code Extension St Comments Attachments Atachmenss
VHAVSSFD Bianca Amerta . O™ VENDOR Yoo N View
Administrator
Retum to
List of Users
11 Click Return to List of Users.
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Administer location codes in this group

Introduction Use the information from this link to view the location code (DoDAAC/CAGE),
email address and extensions in that group

Procedure Follow the steps below to view location code information for a group.

Step Action
1 Logon to WAWF

2 Click the (+) next to Group Administrator to expand.
3 Click on Group Structure.

[] Group Administrator
Group Structure
Location Codes
Group Lookup
User Information
Activation
Activation Report
Heset Password

Reset Certificate

Result: Current Group screen is displayed.
4 Click Administer location codes in the group.

Current Group: VENDOR
Path to Current Group
TOP FwERNDOR

Actions for Current Group
Administer users in this group
Administer archived users in this group
Administer location codes in this group
Mowve a location code to this group

Subgroups

Result: The list of location codes is displayed.

Continued on next page
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Administer location codes in this group, Continued

Procedure
(continued)

Step Action

5 Click Email under “Action” to verify Primary and Secondary email
settings.

Current Group: DFAS
There is 1 location code in this group.
Location Code Type Org. Email Action
1 H20101 DoDAAL he-wawfEdfas. mil Email Extensions

Return to Group Structure

Page Help |

Tip: On this screen you can the results are displayed ten a time, labels
at the top of the screen indicate the current group and the total number
of location codes. The current page number and page count are at the
bottom of the page, a dropdown box and paging button allow you to
select the next page to be viewed.

6 Click Return.

Current Location Code: HQ0O101
Primary Organizational Email Email Settings
hg-wawigdfas. mil Al Emails

Secondary Organizational Emailis) Email Settings

Return | Page Help )

7 Click Extension to view the submenu

Current Group: VENDOR
There are 660 location codes in this group.

Location Code Type Org. Email Action
1 00144 CAGE Code Joy. Dienst@@adc. cam Extensions
2 o010 CAGE Code wearweendizdla. mil Extensions
3 0aF73a CAGE Code wawel _undel@@ecedinit. disa. mil Extensions
4 oD929 CAGE Code hg-wawhZdfas. mil - sions
[=) ans9a7 CASGE Code weawel_undel@e s - NS
=] oopoz2 CAGE Code s
7 [ w E= =] -
=] oou
=) o1z Extension Org. Email EDA Access
10 o015 1 EEBEC wwat_undel@ecedi nit.disa mil &}

2 EBEC2 weawwt_undeli@ecedi nit disa. mil &}

Page 1 of BE o to:|Page 2 (| =2

Return to Group Stuucture

62 of 98




Move a location code to this group

Introduction Use the information from this link to move a location code (DoDAAC/CAGE) from
one group to another

Procedure Follow the steps below to move a DODAAC to another group

Step Action
1 Logon to WAWF

2 Click the (+) next to Group Administrator to expand.
3 Click on Group Structure.

[] Group Administrator
Group Structure
Location Codes
Group Lookup
User Information
Activation
Activation Report
Heset Password

Reset Certificate

Result: Current Group screen is displayed.
4 Click Move a location code to this group.

Current Group: VENDOR
Path to Current Group
TOP FwERNDOR

Actions for Current Group
Administer users in this group
Administer archived users in this group
Administer location codes in this group
Mowve a location code to this group

Subgroups

Result: The list of location codes is displayed.

Continued on next page
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Move a location code to this group, Continued

Procedure
(continued)

Step Action
5 Enter DODAAC/MAPAC

Current Group: DFAS
DoDAAC / MAPAC

Hao1o1

Submit | Cancel | Pagol:lol“

6 Click Submit.

Result: You will receive a message.
7 Click OK to move the group or
Click Cancel to cancel the request

Current Group: ARMY HEAD QUARTERS
DoDAAC / MAPAC

HAAD3T |

Submit | Cancel | Faioﬂnlﬂ

Microsoft Internet Explorer

] HAA03T iz curently in the ARRMYT group.
\'() Do you wigh to move HAA03T inta the new subgroup’?

[ 0k, l [ Caniel

Continued on next page
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Move a location code to this group, Continued

Procedure
(continued)

Step Action

8 Click on Subgroups.

Subgroups
CENTER ACTIVITIES
CONTRACTING
FIELD ACTIVITIES

Tip: Once you have selected the group you wish to migrate, the Move
this group option will appear.
9 Click Move this group.

Actions for Current Group
Administer users in this group
Administer archived users in this group
Administer location codes in this group
Move a location code to this group
Move this group

Subgroups

10 Select the new placement.

Current Group: CENTER ACTIVITIES

Please select the new placement in the group structure for the current group. Navigate to the group that the current group
should be placed under by clicking on the group names.

Path to Destination Group
TOP fDFAS
Subgroups
COMMERCIAL PAY
DEAS PURCHASES

Submit l Cancel l Pliuﬂ'lel

Tip: You will be prompted one final time by a pop-up box to finalize the
migration.

Result: The Path to the Destination Group will appear.

11 Click Submit.

Tip: After completing the migration, the group migrated becomes a part
of the new group structure. The activation status of users will not be
affected after migrating the group structure.
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Location Codes

Introduction

This section you will learn how to perform the following tasks:

¢ Accessing the Location Codes administration screen

¢ Editing organizational e-mail addresses for location codes within the

group
¢ Adding subgroup extensions to a location code within a group
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Administer Location Codes

Introduction Use the information from this link to access the various groups and locations codes
within the group that are within the purview of their administrative functions.

Procedure Follow the steps below to access the location codes administration screen.

Step Action
1 Logon to WAWF
2 Click the (+) next to Group Administrator to expand.
3 Click on Location Codes.

I-] Group Administrator
Group Structure
Location Codes
Group Lookup
User Information
Activation
Activation Report
Heset Password

Reset Certificate

Result: Current Group screen is displayed.

Continued on next page
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Administer Location Codes, Continued

Procedure,
Continued

Step Action
4 Select the groups from the drop down box that you wish to administer.
Select Group Path to Administer
DFAS ! DFAS PURCHASES { FIELD ACTIWITIES f ACCOUNTING SERVICES w

Tip: The screen contains a drop down box that lists the groups that you
may administer.
Result: The Results screen will be displayed.

5 Click Submit.

6 From this screen you will be able to administer location codes as

described in the next two sections.

Current Group: DISA WAWF FIELD

There are 4 location codes in this group.

Location Code Type Oryg. Email Action
1 HC1003 DaDAAC wawl_undel@ecedi nit. disa. mil Email Extensions
2 HC1004 DaDAAC wawf_undel@ecedi.nit. disa.mil Email Extensions
3 HC1005 DoDAAC wawf_undel@ecedi.nit.disa.mil Email Extensions
4 HC1013 DoDAAC wawf_undel@@ecedi.nit. disa. mil Email Extensions

Return to Select Group
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Edit Organizational Email

Introduction Use the information from this link to assign and change e-mail addresses for

location codes and their extensions.

Every location code has an organizational e-mail address. WAWF sends
automatic e-mails to the organizational e-mail addresses when WAWF
documents are submitted, inspected, accepted, certified, processed,
resubmitted, or rejected.

Procedure Follow the steps below to assign or change the organizational e-mail address
associated with a location.

Step

Action

1

Follow steps 1 -6 from section “Access the Location Codes
Administration Screen” section.

Click the Email next to the location you wish to edit.

Current Group: DISA WAWF FIELD

There are 4 location codes in this group.

Location Code Type Org. Email \ Action

1 HC1003 DoDAAC wawf_undel@ecedi nit.disa. mil Email Extensions
2 HC1004 DoDAAC wawl_undel@ecedi nit.disa. mil Email Extensions
3 HC1005 DoDAAC wawf_undel@ecedi nit.disa. mil Email Extensions
4 HC1013 DoDAAC wawl_undel@ecedi nit.disa. mil Email Extensions

Return to Select Group

Result: The organization e-mail screen will open.

Continued on next page
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Edit Organizational Email, Continued

Procedure,
Continued

Step Action
3 To change or edit the e-mail address, place your cursor in the text box
and make the necessary changes.

Current Location Code: HQ0306

Primary Organizational Email Email Options
DCH-CRFOMWAWF @ dias. mil Mo Emails O Megative Emails & All Emails
Secondary Organizational Emailis) Email Options

O No Emails O Negative Emails (& All Emails
Mo Emails O Megative Emails & All Emails
 Na Emails O Negative Emails &2 All Emails

Submit | Cancel | P-goHelE|

Tip: The e-mail screen contains the current e-mail assigned to the
location. The title at the top of the screen indicates the location code of
the e-mail address that is being modified.

You can change the primary organizational email or add and
change any secondary organizational e-mail(s). You can also change e-
mail option.

4 Click Submit.

Result: The current group screen will be displayed. The change is
successful. The updated organizational e-mail address is reflected in
the location code information.

5 Click Return to Select Group to select another group

Current Group: DISA WAWTF FIELD

There are 4 location codes in this group.

Location Code Type Org. Email Action
1 HC1003 DoDAAC chris jones@wpatb. af. mil Email Extensions
2 HC1004 DoDAAC wawl_undel@@ecedi nit.disa. mil Email Extensions
3 HC1005 DoDAALC wawl_undel@@ecedi nit.disa. mil Email Extensions
4 HC1013 DoDAALC wawl_undel@ecedi nit.diza. mil Email Extensions

Return to Select Group
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Add Subgroup Extensions

Introduction

Use the information from this link to subdivide the location codes into
extensions to help organize the users within a location code.

While some users should have access to entire DODAAC or CAGE Code
contents, others should have access only to the data they need. You can
create extensions that subdivide the DoDAAC or CAGE Code into smaller
units according to your Agency’s business rules.

If an extension is created, it is appended to the name of the DoDAAC or
CAGE Code.

When users having an extension register, they need to re-register for the
new DoDAAC + extension or new CAGE Code + extension.

When a document is created or submitted by or to an organization assigned
an extension, its location code is referred to as DODAAC + extension or
CAGE Code + extension. Every extension can be assigned an e-mail
address when it is created or updated with a new email address after
activation. Automatic e-mail notifications will be delivered only to the
address specifically associated with the extension.

Caution: GAMs electing to add an extension to an existing Group must take
into account that if an extension is added, the Vendors submitting
documents to that Group must be notified to use the associated Location
Code and extension either via a contract modification, or via an agreement.
Creation of an arbitrary extension may result in mis-routed documents or
the inability of the Vendor to submit a document if there are no active users
at the Location Code level.

Continued on next page
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Add Subgroup Extensions

Procedure Follow the steps below to add an extension to the location code
Step Action
1 Follow steps 1 -6 from section “Access the Location Codes
Administration Screen” section.
2 Select the group to which you wish to add extensions.

Select Group Path to Administer
[DisawawF =l

- submit_|

Result: The Current Group screen appears. The list of location codes
within this group is displayed. The table provides a link to view or
modify an existing extension or add a new extension to the selected
location code.

3 Click Extensions.

Current Group: DISA WAWF
There is 1 location code in this group.

Location Code Type Org. Email Action
1 HGC1001 DaDAAC wawf_undel@ecedinit. disa. mil Email Extensions

Return to Select Group ’

Tip: Each extension can have its own organizational e-mail.

Results: The extensions screen is displayed.

Continued on next page
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Add Subgroup Extensions, Continued

Procedure
(continued)

Step Action
4 Click Create Extensions to add/change an extension.
Current Location C.EIdE: HQ[".[M
: e anessa aavaatas.mi Update
2 Hoo104 chuck ruofi@dfas. mil Update
Create Ex!.nsiun. Return ' F-!e H.IE'
Results: The Add Extensions Screen is displayed.
5 Type the new extension name and organization e-mail address.
Current Location Code: HQ0104
Extension Primary Organizational Email Email Options
O Ma Emails © Megative Emails & All Emails
Secondary Organizational Email Email Options
O Ma Emails O Megative Emails & All Emails
O Ma Emails O Megative Emails & All Emails
) Ma Emails O Megative Emails & Al Emails
Submit | Cancel | Page l:lel“
Tip: The current location code is displayed at the top of the page.
6 Click Submit.

Results: The Extensions screen reopens. The new extension is added to

the list of extensions for the location code.

Continued on next page
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Add Subgroup Extensions, Continued

Procedure
(continued)

Step

Action

From here, you can add more extensions by clicking on the “Create New
Extensions” link, or you may return to the location codes list to continue
performing administrative actions by clicking on the “Return to Location
Codes” link at the bottom of the page

Current Location Code: HC1001

There are 2 extensions for this code.

Extension Org. Email Actions
1 111 wawf_undel@ecedi nit.disa. mil Email
2 2111 jamesj@ctegsc.org Email

Create New Extension
Return to | ocation Codes
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Group Lookup

Introduction In this section you will learn how to perform the following task:

¢ View information on the GAM(s) associated with a location code

Access the Group Lookup Information

Procedure Follow the steps below to access the group lookup submenu and display
Group Name and GAM(s) associated with the location.

Step

Action

1

Logon to WAWF

2

Click the (+) next to Group Administrator to expand.

3

Click on Group Lookup.

I-] Group Administrator
Group Structure
Location Codes
Group Lookup
User Information
Activation
Activation Report
Heset Password

Reset Certificate

Result: The Group Lookup By Location Code screen opens.

Continued on next page
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Access the Group Lookup Information, Continued

Procedure,
Continued

Step

Action

Enter in the location Code (DoDAAC or CAGE Code) for which you

want the Group Name and GAM information.

Group Lookup

* indicates mandatory field

Look up by Location Code ™

Continue | Return | PaEs ]:[alel

Click Continue.

Results: The Group Lookup By Location Code screen opens.

View the list of Group Administrators, as is the associated group e-mail

and phone number(s) for each GAM.

Group for 0W151
TOP / VENDOR

Group Administrator(s)

First Name Last Name
bianca armenta
Dally Madison
James Jenny
Tony Lester

Group Lookup By Location Code

E-mail Address C cial Telepl

DSN Telephone

wiawf_undel@ecedinit. disa. mil 9953959559
wawf_undeli@ecedi nit. disa. mil 123-123-1233
wawl_undeli@ecedinit.disa. mil 999-555-9959
wawf_undel@ecedi nit.disa.mil 355-854-9621

Retern § Page Help |

Click Return.
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User Information

Introduction

Guidelines for

Initiating a
Search

The User Information option provides a means for locating a specific user
via a search. Once located, the GAM may view detailed information in the
user's profile (including telephone numbers and e-mail address) and his/her
functional roles within the application.

Available information is limited to users within the GAM's sphere of
responsibility (i.e. Groups the GAMs have been authorized to administer).

In this section you will learn how to perform the following tasks:

0
0

Access the User Information screens

Use the Search Screen to submit specific search criteria and
manipulate search results

Use the Results Screen to:
View user profile information

View a list of roles for which the user is registered

Here are some guidelines for using the Search Screen:

You must enter data in at least one search field

The data in multiple search fields will be combined, and only
records that match all entered criteria will be returned

If there are more than 500 records found that match the entered
criteria; you will be asked to enter additional information to
narrow the search.

Continued on next page
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User Information, Continued

Search Methods  There are three methods for searching database records.

¢

(SN I R C I IS IR S RS I ¥4

Search using drop down boxes to select specific criteria in the
following fields:
Group Name

Role
Active Status

Search using partial values in the following fields:
User ID

First Name
Last Name
Location Code
Extension

Search using a combination of selected and partial values in single
or multiple fields.

Continued on next page
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User Information, Continued

Procedure Using
Specified
Criteria

To do advanced searches to more narrowly define the population returned,
you may use selection criteria in the following fields:

User ID

First Name

Last Name

Location Code

S OO

Extension

You may use specific values in the fields or you may use partial values to
extract relevant data. In the drop down boxes next to the fields listed above,
you can specify how to search on the partial value entered.

¢ s exactly — used when you know the specific value contained in
the given field.

¢ Begins with — used when you know what the field begins with,
but not what is contained in the rest of the field. (Example: the
field begins with a known DoDAAC, but also contains a name
not known to you.)

¢ Contains — used when you know a particular value is contained
within the field, but not where.

¢ Ends with — used when you know a field ends with a specific
value, but you are not sure what is contained in the rest of the
field.

Use the procedure below to query using specified criteria to display a list all
users sharing the selected criteria.

Continued on next page
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Access User Information Screen

Introduction

Procedure

Use the information from this link to access the user information

Follow the steps below to access the user information screens.

Step Action

1 Logon to WAWF

2 Click the (+) next to Group Administrator to expand.

3 Click on User Information.

I-] Group Administrator
Group Structure
Location Codes
Group Lookup
User Information
Activation
Activation Report
Heset Password

Reset Certificate

Results: The User Information screen opens.

4 Choose the field you wish to query on. Enter either the full value of the
field or enter a partial value and select a companion statement in the drop

down box.

User Information

= indicates mandatory field
Search Criteria ~

Userid (case sensitive) [is exacthy ]|

First Name [is exaciy  =]f

Last Name

Group Name

Location Code

Extension

Role
Active Status

Results: A list of users matching the specified criteria is displayed
Tip: You may use any combination of criteria to extract a list of values.
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Manipulate Search Results

Introduction You can sort the records in the list of users by User ID, by First Name, or by
Last Name in either ascending or descending alphabetical order.

Search Results -  When your search criteria have been submitted, the Results Screen displays

Display a list of user records that fits your search criteria.
Limitations
¢ The results are displayed ten at a time.
¢ A label at the top of the screen indicates the total number of
records.
¢ At the bottom of the page is the current page number and page
count.
¢ A drop down box and paging button allow you to select the next
page to be viewed.
Procedure Follow the steps below to manipulate search results.
Step Action
1 Follow steps 1 — 4 in section “Access User Information Screen”
2 Click on the first Sort by drop down box. Select the field you wish to sort
by (User ID, First Name, or Last Name).
6 users found. User Information
Sort by: | ~|[ascending x| _Sert__J
i
First ﬂame Last Name Actions
1 ME=YRE Chrig Sykes Profile Roles
2 jrnulligan Jerry Mulligan Profile Roles
3 LesterTany Tany Lester Profile Roles
4 pat.gonsalves Pat Gonsalves Profile Roles
5 pat.gonsalves_msp Pat Gongalves Profile Roles
B vendGam3 Jenny James Profile Roles
Return to Search Screen
3 Click on the second Sort by drop down box. Select the order in which
you wish to display data (ascending or descending).
4 Click the sort button.
Result: The data will be resorted according to the criteria specified
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View User Profile Information

Introduction

Procedure

The Group Administrator has the ability to view the registration information

of each user. However, he or she cannot change or edit the information.

The User Information Screen displays the user's registration information:

S OO

User ID and name

Addresses and telephone numbers
Rank

Title and job description
Certificate number

Follow the steps below to view user profile information.

Step Action
1 Follow directions in the previous sections to produce a list of users.
2 Click Profile.
User Information
11 wsears found.

Sort by: IUserid jl ascending j ,&I

Userid First Name Last Name Actions
11 wendGam3 Jenny James Profile Eoles

Page 2 of 2 Goto:lpﬁgE1 'l...’:-l ,

Eeturn to Search Screen

Results: The User Information screen containing the selected user’s data

is displayed.

Continued on next page
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View User Profile Information, Continued

Procedure
(continued)

Step Action
3 View the user’s data, you may either return to the previous list of users,
return to the search screen to conduct a new search by selecting the
appropriate link or edit the users Profile at the bottom of the screen.
User Information
Userid First Name Last Name
vendGam3 Jenny James
E-mail Address  Commercial Telephone DSN Telephone
jiarnes@abe. com 12312431222
Title Organization Rank Grade
GARM vendor Cl
Certificate Issuer Certificate Valid From Date Cerfificate Valid To Date
Certificate Subject
Edit Profile -
Return to List of Users Page J:IB|E|
Return to Search Screen
4 Click Edit Profile.
5 Click Submit after making changes to a user’s profile.

User Information

Eirst Name* Last Name*
Jenny James
Commercial Telephone* DSN Telephone
3N-30-220
Rank/Grade({Mandatory for Government Users) E-mail Address*
Cl iames{@abe.com
Organization* Title*
vendar GAM

- gubmit | Cancel | Page Help|
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View User Role Information

Introduction The Group Administrator has the ability to view the roles assigned to each
user. However, he or she cannot change or edit the information on this
screen.

The Roles Screen displays all roles the user is registered for (including roles
in other groups). Additionally, the following information is displayed:

0 Group Names

¢ CAGE Codes or DODAACSs and extensions

¢ Active Status

Tip: Group Administrators do not have a CAGE code or DoDAAC
assigned to their role. As a GAM, they have administrative abilities for
groups that are made up of multiple CAGE codes or DoDAACS.

Procedure Follow the steps below to view user role information.

Step Action
1 Follow directions in the previous sections to produce a list of users.
2 Click Roles.

User Information

11 users found.

Sort by: IUserid jl ascending j ,&I

Userid First Name Last Name Actions
11 wendGam3 Jenny James Profile Eoles

Page 2 of 2 Goto:lpﬁgE1 'l...::-l ’

Eeturn to Search Screen

Results: The User Information screen containing the selected user’s
data is displayed.

Continued on next page
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View User Role Information, Continued

Procedure
(continued)

Step Action
3 Click on the Sort by drop down box to sort the records,. This drop down
box sorts the records in ascending alphabetical order by any of the fields
available on the screen.
Userid ;:::e NL::Te Role  Group locc::lili:n Extension ?:::fs Comments Attachments f:;r;::t:‘s
vendGard Jenny James A Grup VENDOR ¥ N N View
ministratar
Return to
List of Users
Tip: You can sort by User ID, First name, Last Name, Role, Group,
Location Code, Extension, and Active Status.
4 Click Return to List of Users after reviewing the User’s role data.
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Introduction

Activation

The User Activation option provides the primary means for the GAM to
approve a user's access to the application for Location Codes for which
he/she is responsible. After searching for a user via the standard search
windows, the results are presented to the GAM matching the search criteria.

From this menu, the GAM can maintain access to the Location code

(DoDAAC) and may change any user's status from active to inactive or vice

versa by clicking the check box next to the user’s information. Comments
are not required. More than one user’s statuses can be changed by clicking
in the check box on all user accounts that require a change of status.

Caution: If a GAM grants access to a person from a third party (contract
worker) doing work for the GAM’s Activity (such as someone hired by
contract to perform receipt and inspection at a supply center), that
individual has access by role to ALL documents under the users DoDAAC.
This access will provide the contractor with full access to invoices,
receiving reports, contracts and linked payment information under the
individual contract number submitted to WAWF-.

In this section you will learn how to perform the following tasks

¢ Activating User Accounts
¢ Deactivating User Accounts
Reactivating User Accounts
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Activating User Accounts

Introduction The Activation process begins when you receive an automatic e-mail
notification from WAWF that a new user has self-registered for the group.
See sample e-mail below.

To... | [aami3@caci com
Brco... Ei

Sulbsject:

iw.u.u.rF-n.u. Uzar celf registerad

Tzer: ISSob Joe Holland has self registered on server:
htte Swawt ra.slidell disa ool =

Teith TTsend: bdt10000L
The uszer can be reached at:

E-meail: hollandj@sorzafl mal
Phone: &1 T7-T53-3204
D

Begstered for BRale: Acceptor, Croup: GARI-13
T ocation Code: T2ESATY

Gaining access to WAWF is a two step process. First a user registers using
the self-registering process, then the GAM will validate and activate the
users’ account

Procedure Follow the steps below to activate user accounts.
Step Action
1 Logon to WAWF

2

Click the (+) next to Group Administrator to expand.

Continued on next page
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Activating User Accounts, Continued

Procedure
(continued)

Step Action
3 Click on Activation.
[-] Group Administrator
Group Structure
Location Codes
Group Lookup
User Information
Activation
Activation Report
Beset Passwond
Reset Centificate
Result: The User Information opens.
4 Enter the User ID or any other criteria that will search for the user’s
record found in the e-mail.
User Information
* indicates mandatory field
Search For & Current Roles Searen Cr(i;EArirad:ive Roles
Userid (case sensitive) is exacty |
Sontious J _Eetun J Eagstieip)
Tip: Itis required that search criteria be entered into at least one
search field.
5 Click Continue.

Result: The user’s registration information is displayed.

Continued on next page
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Activating User Accounts, Continued

Procedure
(continued)

Step

Action

Verify the DD Form 2875 information against the user*s registration
information is attached.

Tip: If the User Activation data in WAWF matches the DD Form 2875,
you may continue with the activation process. The new government
user must provide you with a DD Form 2875.

Result: The user’s registration information is displayed Activation
screen that opens shows the user’s registration information

Continued on next page
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Activating User Accounts, Continued

Procedure
(continued)

Step

Action

7 Click in the Change Status checkbox to activate the user. The Active
Status is N, which means (No) the user is not active in WAWF.

| First ~ Last
Userid i MG Role Gioup
bdti000b  Joe  Holland Accepler  GAMM3

Comments: Comments will be applied to all roles selected.

Approved DISA Form 2875

User Activation
Current Roles
" indicates mandatory field
Location Cade  Extension :ﬂm Comments Anachmennrgs'"::?: :%:::h:: E;:':m::‘m
126840 N N Y | ] I[l View ! Add

B o | s | s

submission.

Tip: The Comment field is optional, however, if filled in, it can provide
useful information. The GAM may type in a comment describing how
the user was authorized and how the registration information was
authenticated. In the example above, the Government GAM referenced
the approved DISA Form 41 9 this form was the predecessor to the DD
Form 2875). Vendor GAMs can reference their own internal approval
process. Comments are not visible or maintained in WAWF after

8 Click Submit.

Continued on next page
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Activating User Accounts, Continued

Procedure
(continued)

Step

Action

You are informed that the activation was successful.

User Activation

Activation/Deactivation was successful!

Userid First Name Last Name Role Group Location Code Extension New Status
bdt1000k Joe Halland  Acceptor GAM-13 F2RBAD Active

Results:
¢ The New Status field says “Active”.

¢  The WAWF system automatically sends an e-mail to the
activated user with a one-time password for all initial
activations.

¢ The user will be added to the Active Status list generated by the

User Information search page.

Tip: Temporary password will not be generated for addition of
additional roles or DODAACs.
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Deactivating User Accounts

Introduction Deactivation of user accounts will be performed in accordance with the
Activity’s business rules. GAMS’s are responsible for reviewing the users
account on an on going basis. However, it is recommended that when a
member leaves their assigned activity that the GAM should prevent
unauthorized access by deactivating the users account.

Procedure | Follow the steps below to deactivate user accounts.

Step Action
1 Logon to WAWF
2 Click the (+) next to Group Administrator to expand.
3 Click on Activation.

I:] Group Administrator
Group Structure
Location Codes
Group Lookup
User Information
Activation
Activation Report
Reset Passworid

Reset Centificate

Continued on next page
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Deactivating User Accounts, Continued

Procedure
(continued)

Step

Action

Enter the User ID or any other criteria that will search for the user’s
record found in the e-mail.

Search For

Userid (case sensitive)
Eirst Name

Last Name

Group Name
Location Code
Extension

Role

Active Status

@ Current Roles

User Information
* indicates mandatory field

Search Criteria *
O Archive Roles

is exactly ¥
is exacly v

is exactly v

is exactly v

is exacly ¥

v

Continue Return | Page Help|

Tip: Itis required that search criteria be entered into at least one

search field.

Click Continue.

Result: The user’s registration information is displayed.

Click in the Change Status checkbox to deactivate the user The Notice
that the Active Status field has a “Y”” in it, which means (Yes) the user is

active in WAWF.

Userid First Name Last Name
bdt1000b Joe Holland

User Activation

* indicates mandatory field

Role Group Location Code Extension

Acceptor  GAM-13 72K8AD

Comments: * Comments will be applied to all roles selected.

Active Status Change Status
¥ r

Submit I Return l

Continued on next page
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Deactivating User Accounts, Continued

Procedure
(continued)

Step Action
7 Click Submit.

User Activation

* indicates mandatory field
Userid First Name Last Name  Role Group Location Code Extension Active Status Change Status
bdt1000b Joe Huolland Acceptor  GAM-13 72K9AD ¥ 2

Comments: Comments will be applied to all roles selected.

Joe Holland has been promaoted and no longer serves as 4
an Acceptor.

Submit Return
> _suinit | _fsun |

Tip: Although the Comment is an optional field, it is useful for
documenting the method of verification or the reason the user is being
deactivated; for example, transfer or promotion.

8 You are informed that the deactivation was successful.

User Activation

Activation/Deactivation was successful!

Userid First Hame Last Hame Role Group Location Code Extension New Status
bdt1000b Joe Holland  Acceptor GAR-13 F2K8AD Inactive

Results:
¢ The New Status field is changed to “Inactive”.

¢ The user is added to the Inactive Status list generated by the
User Information search page.
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Reset User Password

Introduction

Procedure

GAMs are called upon to reset passwords in cases where the user cannot.
The rules for resetting a password are as follows:

0 A group administrator can reset user's password for all users
assigned under their group(s)

¢ A group administrator may not reset a password for a user who is
registered with a certificate.

The group administrator will never see the new password. The new, single-
use temporary password will be sent via e-mail to the user’s e-mail account
of record in WAWF-.

In this section you will learn how to perform the following tasks:

¢ Resetting User Passwords

Follow the steps below to reset user passwords.

Step Action

1 Logon to WAWF

2 Click the (+) next to Group Administrator to expand.

3 Click on Reset Password.

-] Group Administrator
Group Structure
Location Codes
Group Lookup
User Information
Sctivation
Activation BReport
Reset Password

Reset Certificate

Continued on next page
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Deactivating User Accounts, Continued

Procedure
(continued)

Step

Action

Enter the User ID of the user whose password needs to be reset.

Reset Password
* indicates mandatory field

Userid *

IIesterTDny

‘ Continue |

Result: The Profile Information screen opens.

Click Continue.

Verify the information on this screen to ensure the user’s identity before
resetting the password. Once verified,

Reset Password

Profile
Information
. Last Commercial DSN . . Joh
istHame Name Phone Phone Bl IRl e Description
Billing Invoice
Anthony Lester  999-999-9999 tonylesten@@misupply.com Cly Spaciailst customers

# Reset Password |

Continued on next page
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Deactivating User Accounts, Continued

Action

Click Reset Password.

Results:
¢ Password change is submitted.

¢ Success screen is displayed

Procedure
(continued)
Step
7
8

The user receives a system-generated e-mail containing a new one-time

assword.

Reset Password

The password has been successfully reset. An email has been sent to the user with the new one time password.

First Last Commercial DSH Email Rank Title Job
Name Name Phone Phone Description
. Billing Irwvoice
Anthony Lester §9595-099-9999 tonylesten@rmilsupply.com  CI Specialist custamars

% WAWF-RA Password

From: wawl@caci-op. o
Tao: tonylester@milaupgly.com

Co:

Subject:  WAWF-RA Password Reset Motification

FTour password has been reset by & WANF-RA administrator.

Tour one-time password for logging on to WAWF is 4Klexcue$

Tip: After logging on to WAWF with the one-time password, the user is

required to provide a new password.
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Introduction

Procedure

Reset User Certificate

This section contains procedures for resetting user certificates. There are
several reasons a certificate user would request to have their certificate

reset.

Their current certificate has expired or is no longer valid
They have received a new certificate

They have successfully logged on with their certificate
previously, but are now having difficulty logging on with their
certificate

The reset certificate process begins when you receive notification that a
WAWE user requires a certificate reset.

Follow the steps below to reset a user’s certificate.

Step Action
1 Logon to WAWF
2 Click the (+) next to Group Administrator to expand.
3 Click on Reset Certificate.

I-] Group Administrator
Group Structure
Location Codes
Group Lookup
User Information
Activation
Activation Report
Heset Password

Reset Certificate

Continued on next page
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Reset User Certificate, continued

Procedure
(continued)

Step

Action

Type in the User ID of the user whose certificate needs to be reset.

Reset Certificate
* indicates mandatory field

Userid ~
FwiEg=os]

Click Continue.

Result: The Reset Certificate screen is displayed

Verify the data on this screen to ensure users identity before resetting the
certificate.

Reset Certificate
Profile Information

First Name Last Name Commercial Phene DSNPhone Email Rank Title Job Description
Biianca Armenta 520-538-+1919 armenta@ecedi nit. disa.mil JTC JTC WAWF

Reset Certificata §  Page Help §

"Waming: This will erage the user cedificale information

Click Reset Certificate.

Results: The reset certificate success screen is displayed

Continued on next page
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Reset User Certificate, continued

Procedure
(continued)

Step

Action

The Reset Certificate button initiates three WAWF system actions:
¢ A new one-time use password is generated and sent via e-mail to
the user (see sample e-mail below)

0 The user’s certificate information is erased from the WAWF
system

¢ The user’s logon method is changed to “User ID and Password.”

From:  wawf_undel@eced.nk, diza,mil

To! armenta@eced.ni, disa,ml

(]

Subject: WAWF-RA Certificste Reset Notification

Your certcificate has been reset by & WANF-BRL administrator.

Your one-tcime password for logging on to WAWF iz ZH#Va4GYVTZ

The user may then initiate a profile update to revert back to use of a
certificate.
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Appendix A — Sample DD Form 2875

SYSTEM AUTHORIZATION ACCESS REQUEST (SAAR)

PRIVACY ACT STATEMENT
AUTHORITY: Executive Order 10450, 9397; and Public Law 99-474, the Computer Fraud and Abuse Act.
PRINCIPAL PURPOSE: To record names, signatures, and Social Security Numbers for the purpose of validating the trustworthiness of
individuals requesting access to Department of Defense (DoD) systems and information. NOTE: Records may be
maintained in both electronic and/or paper form.

ROUTINE USES: None.

DISCLOSURE: Disclosure of this information is voluntary; however, failure to provide the requested information may impede, delay or
prevent further processing of this request.

TYPE OF REQUEST DATE

[ JinmaL [ ]mopirication [ | petetion [ Juser D

SYSTEM NAME (Platform or Applications) LOCATION (Physical Location of System)

PART | (To be completed by Requestor)

1. NAME (Last, First, Middle Initial) 2. SOCIAL SECURITY NUMBER
3. ORGANIZATION 4. OFFICE SYMBOL/DEPARTMENT | 5. PHONE (DSN or Commercial)
6. OFFICIAL E-MAIL ADDRESS 7. JOB TITLE AND GRADE/RANK

8. OFFICIAL MAILING ADDRESS 9. CITIZENSHIP 10. DESIGNATION OF PERSON

USER AGREEMENT (Complete Block 29 or 30 as appropriate)
| accept the responsibility for the information and DoD system to which | am granted access and will not exceed my authorized level of
system access. | understand that my access may be revoked or terminated for non-compliance with DISA/DoD security policies. | accept
responsibility to safeguard the information contained in these systems from unauthorized or inadvertent modification, disclosure, destruction,
and use. | understand and accept that my use of the system may be monitored as part of managing the system, protecting against
unauthorized access and verifying security problems. | agree to notify the appropriate organization that issued my account(s) when access is
no longer required.

IA TRAINING AND AWARENESS CERTIFICATION REQUIREMENTS (Complete as required for user or functional level access.)
l:‘ | have completed Annual Information Awareness Training. DATE

11. USER SIGNATURE 12. DATE

PART Il - ENDORSEMENT OF ACCESS BY INFORMATION OWNER, USER SUPERVISOR OR GOVERNMENT SPONSOR (/f individual is a
contractor - provide company name, contract number, and date of contract expiration in Block 16.)

13. JUSTIFICATION FOR ACCESS

14. TYPE OF ACCESS REQUIRED:

|:| AUTHORIZED D PRIVILEGED LEVEL OF CERTIFICATION CLEARANCE

15. USER REQUIRES ACCESS TO: [] uncLassiFiED [ ] CLASSIFIED (Specify category)

|:| OTHER

16. VERIFICATION OF NEED TO KNOW 16a. EXPIRATION DATE FOR ACCESS (Specify date if less than 1 year)
| certify that this user requires access as requested. l:‘

17. SUPERVISOR'S NAME (Print Name) 18. SUPERVISOR'S SIGNATURE 19. DATE

20. SUPERVISOR'S ORGANIZATION/DEPARTMENT 20a. SUPERVISOR'S E-MAIL ADDRESS 20b. PHONE NUMBER

21. SIGNATURE OF INFORMATION OWNER/OPR 21a. PHONE NUMBER 21b. DATE

22. SIGNATURE OF IAO 23. ORGANIZATION/DEPARTMENT | 24. PHONE NUMBER 25. DATE

26. SYSTEM ADMINISTRATOR:
| have completed my Annual Requirement for Information Assurance awareness.

YES
NO DATE

DD FORM 2875, MAR 2004 REPLACES DISA FORM 41, WHICH IS OBSOLETE.
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Appendix A — Sample DD Form 2875, Continued

27. OPTIONAL INFORMATION

PART lIl - SECURITY MANAGER VALIDATES THE BACKGROUND INVESTIGATION OR CLEARANCE INFORMATION

28. TYPE OF INVESTIGATION

28a. CLEARANCE LEVEL

28b. IT LEVEL DESIGNATION 28c. DATE

28d. TYPE OF DESIGNATION

29. VERIFIED BY (Print name)

30. SIGNATURE

31. DATE

PART IV - COMPLETION BY AUTHORIZED STAFF PREPARING ACCOUNT INFORMATION

TITLE:

SYSTEM

ACCOUNT CODE

DOMAIN

SERVER

APPLICATION

DIRECTORIES

FILES

DATASETS

DATE PROCESSED

PROCESSED BY (Print name and sign)

DATE

DATE REVALIDATED

REVALIDATED BY (Print name and sign)

DATE

DD FORM 2875 (BACK), MAR 2004

Reset
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Appendix A — Sample DD Form 2875, Continued

INSTRUCTIONS

A. PART I: The following information is provided by the user when
establishing or modifying their USER ID.

(1) Name. The last name, first name, and middle initial of the user.
(2) Social Security Number. The social security number of user.

(3) Organization. The user's current organization (i.e. DISA, SDI,
DoD and government agency or commercial firm).

(4) Office Symbol/Department. The office symbol within the current
organization (i.e. SDI).

(5) Telephone Number/DSN. The Defense Switching Network (DSN)
phone number of the user. If DSN is unavailable, indicate
commercial number.

(6)Official E-mail Address. The user's official e-mail address.

(7) Job Title/Grade/Rank. The civilian job title (Example: Systems
Analyst, GS-14, Pay Clerk, GS-5)/military rank (COL, United States
Army, CMSgt, USAF) or "CONT" if user is a contractor.

(8) Official Mailing Address. The user's official mailing address.
(9) Citizenship. The user's citizenship status.

(10) Designation of Person.

IA Training and Awareness Certification Requirements. User must
indicate if he/she has completed the Annual Information Awareness
Training and the date.

(11) User's Signature. User must sign the DD Form X455 with the
understanding that they are responsible and accountable for their
password and access to the system(s).

(12) Date. The date that the user signs the form.

B. PART II: The information below requires the endorsement from
the user's Supervisor or the GovernmentSsponsor.

(13). Justification for Access. A brief statement is required to
justify establishment of an initial USER ID. Provide appropriate
information if the USER ID or access to the current USER ID is
modified.

(14) Type of Access Required: Place an "X" in the appropriate box.
(Authorized - Individual with normal access. Privileged - Those with
privilege to amend or change system configuration, parameters, or
settings.)

(15) User Requires Access To: Place an "X" in the appropriate box.
Specify category.

(16) Verification of Need to Know. To verify that the user requires
access as requested.

(16a) Expiration Date for Access. The user must specify expiration
date if less than 1 year.

(17) Supervisor's Name (Print Name). The supervisor or
representative prints his/her name to indicate that the above
information has been verified and that access is required.

(18) Supervisor's Signature. Supervisor's signature is required by
the endorser or his/her representative.

(19) Date. Date supervisor signs the form.

(20) Supervisor's Organization/Department. Supervisor's
organization and department.

(20a) E-mail Address. Supervisor's e-mail address.

(20b) Phone Number. Supervisor's telephone number.

(21) Signature of Information Owner/OPR. Signature of the
functional appointee responsible for approving access to the system
being requested.

(21a) Phone Number. Functional appointee telephone number.

(21b) Date. The date the functional appointee signs the DD Form
X455,

{22) Signature of IAO. Signature of the IAO or sponsoring office
responsible for approving access to the system being requested.

(23) Organization/Department. IAQO's organization and department.
(24) Phone Number. |AQ's telephone number.
(25) Date. The date |IAO signs the DD Form X455.

(26) System Administrator. Place an "X" in the appropriate box and
indicate date Information Assurance requirement was completed.

(27) Optional Information. This item is intended to add site specific
information, as required.

C. PART Ill: Certification of Background Investigation or Clearance.

(28) Type of Investigation. The user's last type of background
investigation (i.e., NAC, NACI, or SSBI).

(28a) Clearance Level. The user's current security clearance level
(Secret, Top Secret).

(28b) IT Level Designation. The user's ADP designation (ADP1,
ADP3, etc.).

(28c) Date. Date of last investigation.

(28d) Type of Designation. The user's last ADP designation (ADP1,
ADP2, etc.).

(29) Verified By. The Security Manager or representative prints
his/her name to indicate that the above clearance and investigation
information has been verified.

(30) Signature. The Security Manager or representative signature
indicates that the above clearance and investigation information has
been verified.

(31) Date. The date that the form was signed by the Security
Manager or his/her representative.

D. PART IV: This information is site specific and can be
customized by either the DoD, functional activity, or the customer
with approval of the DoD. This information will specifically identify
the access required by the user.

E. DISPOSITION OF FORM:

TRANSMISSION: Form may be electronically transmitted, faxed, or
mailed. Adding a password to this form makes it a minimum of
"FOR OFFICIAL USE ONLY" and must be protected as such.

FILING: Original SAAR, with original signatures in Parts |, Il, and Ill,
must be maintained on file for one year after termination of user's
account. File may be maintained by the DoD or by the Customer's
IAO. Recommend file be maintained by IAO adding the user to the
system.

DD FORM 2875 INSTRUCTIONS, MAR 2004
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Appendix B — Sample GAM Appointment Letter

[Enter the Group Administrator Manager’s name]
[Enter the Group Administrator Manager’s email address]
[Enter the Group Administrator Manager’s phone number]

1. You are hereby appointed a (select “primary” OR “alternate”) Group Administrator for the
WAWEF-RA application. Your span of control includes the following DODAAC (or CAGE) codes.
[List of DODAAC(s) or CAGE codes must be listed here or attached]

2. You are responsible for the following activities:

a. Establish hierarchical sub-groups for managing user accounts, as necessary.

b. Establish organizational e-mail for each DODAAC (or CAGE) code and submit these to the
WAWEF-RA Customer Service Center

c. Instruct registrants within your span of control to register.
d. Activate and update users in your group within one business day of request.

e. Ensure that requests for user access are valid and assign access at the appropriate
authorization and privilege level.

f. Ensure that subordinate group administrators and alternates are created, as necessary.

3. As a group administrator, you are a critical part of maintaining system security because you have the
ability to grant access to users. You are responsible for validating the “need to know” of the users that
you activate, and would be responsible for de-activating an invalid user. Ensure that users are who they
say they are and that only the privileges necessary to accomplish their job duties are associated with this
activated user account.

4. If a user’s account needs to be de-activated, you are responsible for de-activating that account by
following the procedure in the Group Administrator Manual (GAM). The Manual can be downloaded
from WAWF-RA production or from training site. See link to Software Users Manual.

Signature Block:

Service/Agency Official (or Vendor EB POC)

Email Address
Phone Number
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